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énfity named above. If the réader. of this message is not the intended recipient, or thé employee or agent responsible to
 deliver it fo the intended recipient, you are hereby notified that any dissemination, distribution or copying of this
' communication is strictly prohibited. If you have recéived this commumication in error, please notify us immediately by
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n et o Merce

-~ Coalition -
' Junc 16, 2003 -
! Assciate Gensral Counsel (Gepers] Law)

- . Department of Homeland Security -
.,Washmgton DC 20528 R

Re: * Procedures for Handlmg Cntxcal Infrastmctm'e Informatzon 6 c FR. :Pan 29 o
' @ 1601-AA14) . R - SR
' Dear sir or Madam: |

Attached to this lettcr, please ﬁnd the electromc ﬁ]mg of the Internet Commetce : '

ke .Coalmon (ICC) in this proceedmg
Respectﬁllly subrmtted,

!fwz/ 5.

. James J. Ha.lpeﬁ, General Counscl :
1200 197 Street, NW..

Washmgton,DC 20036

(202) 861-3938

1200 Nineteenin Street N.W. Washlguz . D.C. 20036 3

on
tel: 202.861.3900 fax 202.22 85
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- Before the
o U;smaﬁ Bistes
Eeazﬁmené of n@m&im{! S"C‘-ﬂi"i-f

e

Notnce of Proposed Rnlemaldng

Procedum for Eandling Crltie,al Infrash-ncture Informaﬁon
S 6 C.F.R. I’art 29

DU

COMMENTS OF ’I’HE INTERNET COMMERCE ('EOAIJTION
_ cp
June 16 2003 '

: - 'I’he Intemet Commcme Coalmon (ICC) apprec:atm the oppon{mnty to respond to the
| . Department of Homeland Securxty 8 (DHS’) Notlce of Proposed Rulemakmg in tlns proceedmg -
ik 1ssued on Apnl 15, 2003 (68 Fed. R.eg. 13524-29) © 1mplement Scctldn 214 'nﬂe o ofthc . L

e '-_:":Homeland Secunty Actof2002 (“theAct”),PL 107-295 S ' el

-"',i
£, f

L INTRODUCTION AND SUl\'IMARY
_ The ICC’s membets, AT&T AOL Timc Wamer BellSouth CL.ble & ereless, eBa.y,
| ' MCI, SBC Venmn, USTA, CompTel and II’A.A, arc leadmg Internet compames and Intemet .
i tradc assomamons, who have a v1ta1 stake mn cyber—secmrty and protec:t on of our nanon s crrhcal |
a mﬁasi:mcmre They have made m:gor mthments in rq)ealed upgradqes in network secunty, | |
partlclpate actvcly in industry and govemment—mdustry fora on netwqu secunty, and want to

share cntlcal infrastructure information wﬁh the federal gavernment m order to enbance

preparedness against a.ttacks against communications networks.

1200 Ninsloonih Strest N.W., Wa " D.C. 20036

t ashington
tel; 202,881.3800 fax 202.223.2088
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.i ' _
Protecting the confidentiality of voluntarily submitted mematcn regsding t&mam,

vilnergbilities and planned remedial measures is essential for our men;;bers to work with the

government in an open and cooperative my i enhance network security For ﬂﬁs reasim, we
. supported passage. of Section 214 of the Homeland Secunty Act, and dommend the Deparnnent .
| .on ﬂs ca:efully considered NPRM and its stong proposal to protect th(e oonﬁdentahty of -

' voluntanly submitted critical mﬁ'astmcture information (“CII’ ’)

‘The remamdcr of these comments suggests seve:cal Ieﬁnementsi to the p}upc‘ased rule thét

are fully conmstent wrth the mtent of Sectmn 214, and would mpmve mcenhVes to voluntanly .

subm:t cntxcal mﬁ-astructm mformaton 1o thz federal govamment in severa] 8i gmﬁcam ways

. provxchng clearer, protecuan of CI that DHS provxdw fo fmle.lgn govemments state
and local govemmenm, and t6 govamment contractors,

. | clarifying the procedures relating to teaunem by fodera.l aghncxes of CII that is
submitted mdarecﬂy thmugh them to DHS;

. clanfymg thar. notes oforal commumcattons of CII are coveted the Fmal Rules and -

e providing for notice to the submlttmg party of a detenmnatbn tbat CII was pot
submittedmgoodfaath, _ N ! N

m SUGGESTED CLARIFICATIONS OF THE moposm) RULE |

A. Disdosure of CII (§ 29 8)

1 Disc] wFotex Govemmcn

The ICC is paruculatly concemed about the dcarth of protectloda in § 29 E16)) regardmb o

prows.lon of CIi to foreign govcmmants Fn'st, we note that 6 U S C § 133(a)(1)(D) contams no
Aexempnon for, or authonty for, dxsclosures to foreign govemments, anJ that the exemptxon ison .

" temious legal ground. 'We understand that there may be sitnations in w!lhch it is inperative as 2

matter of policy that DHS share CIl with foreign governments. However, this does not obviate
i

~\WASHI:3760934.¥1 | 2
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the nsed for clear safeguards for these discicsures, if they are to occur,i to protect the identity of
the subritter, as well as all information that relates specifically to the submitter, or that is
proprietary oy business-sensitive, and to pn.wq; seiioe lo the submi‘;tsit of any information
disclosed. .. |

.In many cases, fomgn govemments that own the compeutors df U S, Intemet and

SRR telecommnmxcaﬁons compames could be mterested in usmg ClL relahng to US. compeutors to

| -thezr comm$rcla1 advantage Tlns clanﬁcatxon 1& essentml 1f compamds that own and operai:e |
o 'networks are to voluntanly provxde CII w1thout fear that the mformandn w111 1dennfy them and ; | . ce
| ;:I‘i:"'beused agamstthembythw forelgn competltors | B NS
1 In order 1o prcmde clear gmdance to DHS mnployees regarcimg dlsclosures to forelgn

- gcvemments amend § 29 8(1) so that it expressly repeats the redactwn Isafeguards in tbe second
- seme.nce 0f§ 29, S(e) but apphes ﬂ:nm to the CIT Program Mmager Si:bsechon 2. 8(1) should 3

5. Asi n § 29 8(b)’s resu'mtmns regardmg msclostm to state aﬁd loca.l gwexnments, N
DHS should condmon dzsclomre on comphance with the rwmmons on ﬁn‘ther use of dxsclosure

| as set forth in § 29.8(d)(2) and (4)(3).

~WASH1:3760934.v1 |
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3. In order to protect against dicclosures o;CII\’ercmmmmwm gations and
proszcutions for conduct that is lawfol under U.8. law, amend me fmal glanse of § 29, 8(; ) to ,

I*‘qan'a that the investigation or pre;eaunsn be“cfa wmal act i vi ;

“ :_'Umtedvﬁ.tatcsorahzg_tg > ' s S

2. Dlsclosures to State or Local Gow.mments |
* The ICC coxamends DHS for clearly premlptmg, n§ 29 8(g)(1) state FOIA laws 1n the :
. {case of CII that DHS discloses o state govmments and for provadmg,;m § 29. S(b), for an . N
R e:qmzs agreement by state or local governmcnt ofﬁclals regm'dmg the resmctzons lmposed. upon i
o ﬂmr use ofCII by6US.C. § 133(a)(1)(E) Howe'ver wo are concmed that § 29 8(b) does ot i
, ‘:mennorn or cross-reference those reqmrements clearly enough and, as amul’r, may cause | .
- i::-‘iconfusmn, parhculaﬂy amcng state and 1oca.1 m:thontes who recewc CH from DHS We afe |
- also concemed thai that thexe is no sancnon for 'V'J.OlafJ.OnB by e1ther Sta#e or local gov«:rnm:mts or
their co_nt_mctors.
1 To prmnde clearer gu:dance regardmg the obhgahons of state and local govmmems

o regardmg cn ‘amend the final sentence of § 29850 that 1treada a follbws “Protoctod CH may
“ be made avaﬂable toa State or local govemment ennty only 1fsuch ntity] ' ter
B express agreement with the Program Manager to cotipl with the T

5. Amend § 29.8(d)(4) fo provide for some senction for vml;n of the responsibilities of

1]
!
.,.._H_ e
b
1

§ 29. B(d) ‘sach a3 barring all further disclosures of Protected CII that wﬂl be a.vaﬂable toa State

{
or local government contractor whe has violated § 29. 8(b), and prowdmtg that any State or 1oca1

l
!
H

~WASH1 7608341 | _ B 4
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government agency that viclates § 26.8 may reeeive Proteogcd c onlir with the written consent

t
i
H

of the subinitting person Or entity.

3. Disclogurs to Fg@ al C gggg‘ ctors |
The ICC is not convinced that disclosorc of Protectod Col o foﬂeml cdntr'antors is
vnecessary, but should DHS behovo that ﬂns excepuon is noccssary, wez mge that contractors bo
: :bmmd by protecuons similar to ﬂlose for contractors access fo clasmﬁbd mforma:hon In :
. E gmeral we support the regardmg proposed sa&guards, in § 29.8(c), gdvermng dwclasure of CII
R | by DHS contractors Howevor, the proposed rcgulatlons do not reqmré that DHS contracts bind
| oontmtm to comply with § 29 7 Just as oomractors are ourrenﬂy req\m:ed to respect class;ﬁed - e
. g data. Furthermore, the safeguards in § 29 8(c) do not restuct the use of CI[ obtamed by |
4 'govemment contxastors foranypmpose otha' than ﬁ:lﬁlhngthen' contnact Thls is m sharp
B _conttast to § 29 8(<1)(3), which expressly roshnots rc-usc by statc and ldcal govemmenm "
‘mmﬂauons e o ‘
o L Amend §29. 8(c) to Tequire Federal conu'actors to complym%h § 29.7. The first
R .. senme of § 29 8(c) should bo ameuded toas follows “(o) DlsclosurelofProteoted Chto |
Ly : ‘Fedoml oonb:aciors may be made ggl_v_a:&er a CII Ofﬁcer corh.ﬁes that the contractor 1s |
.perfoxmmg semcm in support in support of the purposes of DHS, and has igreed byo

| comply with gumemmtsofww "
2 Ammd the final senteuce of § 29.8(c) as follows “Conn'aeﬁwrs shall not ﬁnther

disclose Protected CII 1o any of thoar componmts employem, ot other contraotors (moludmg

subcontractors) without the priet written approval of a CII Officer unless such disclosure is
. R . | -

|
‘ |
~WASHLIT60934.v1 | . 5
l o



85/17/2883 16:13 2823814168 _ PIPER RUDNICK LLP P#}GE pa/ig

expxessl j suthorized in writing by the submittex ami . 2nd gy not use “rotbeted CI for any p_ ms_,

i e@ﬁtmcz,” A

B. Indirect Submission Of Ccl @ 29.5) - :
R The ICC supports DHS® proposal o prov1de for protecuon of CII sub:mtted md:xectly :
AN through another federal agency Thls mterpretahon 1s fully consxstent ivxth the plam language of o

i eus c § 133(a> prototes sound policy by epcouraging subsrision ofCl through other

s ="’.5. _‘ agenmes matbetter understand the mdustncs they regulate and protecl:s that mformatmn if it is | L
Gl “.4_’mowdedmthexpress dzrecuontosubemmtnDHS L '
| However, the ICC xs concerned that the procedufes govermug pxotecnon ‘of CII submmed
o in ﬂns miatiner aré not sufﬁcxﬂy clear. Subsectzom 29. S(c) and @ de ot clearly reqmrc o’ther
| | ". ., agencms o forward CII to DHS nor { do they sPemfy 3 ume w;thm wh:c:n agencles should ‘
R N forward CII to DHS Furthennoxe, § 29 5(d)(2) is clearly mtended to be helpfuf mﬂ:us regatd by o
}‘ { stanng fhat a.gencxes forwardmg CII may not rhsclose CTI unti] the mfotmauon has been R
S : 5 acknowledged and vahdated by the CIIprogmm manager However, 111 says noﬂ:mg about
o ’-whether the same protecﬁon apphes in the event thai an agency should fazl to forwaxd the CII o

'dxsclosed afce: subm:ssmn, thus subverbng the mtmt of the FOIA exen‘lptmn.
B ' . ) ! !'! :
1. Amend § 29.5(c) to ﬁro‘vide‘ fo'r'niandatory and prowipt 'submissiqﬁ of CI to DHS by ¢
' mamgagmesmﬂnn?days,orammﬂarpmod. S o B
2. Amend § 29.5(d)(2) to state thet “The Federal agency or DHS compommt forwardmg

the informatien to the CTI Program Manager may not-digseminate, d1stdbute, or make pubhe the

~WASHL3760934.v1 | _ . 6



m'sz:fmnau &1 afersntii the CH Program Mantager bas notifed the af:emy or cemponsu {hat '

‘ the ngram Maﬂﬂser has acknuwiedgsd apd vax_detﬂ-n the fnformation, and than ont .s.zb'vct'to .
 theprovisions of § 29.8.”

C. Treatment of Orally Submit:ed cu ® 29 5 | 3

The ICC supports the NPRM s proposal in 529, 5@)(11") to pm:éct orally sublmtt°d cn if

)

'j"‘_-’;awnttanorotherwxse tangxbla smtementxssubmttcdwxﬂ:m 15daysdfthe ora.‘l submlsmon

¥ However, the curmrt formmauon does not c;laarly address the stahls of nutes regardmg

- L g sxﬂamlssxon of C]I Tb:s amblgmty may chﬂl rap1d oral subnnssmn of CII |

B :!n. L 1

1. Amend the deﬁmhon of Ctnncal Inﬁ'asirucmre Informanon iln § 29. I(b) to cever notes

of ora'l oqnvemahons.

Determinaﬂoas oI Bad F:uth Submission and Changw o} Status (§ 29 6)
. 'I‘he ICC agrew ganera]]y 'mth foe Department’s proposal tha't ﬁa«d fmth submxsswn of
L : CII should r&sult m lack ofproteotmn undm' the pmposed rulss Howctrer, we dlsagme w1th thc ._ _ |
o proposal in the first sentence of § 29.6(f) that thore ‘be o reqmrement tb notﬁ? the subxmtter 1f
A the ngram Managar determmes that such mfonnatlon was not submnlted in good falth Thc .
g ‘ submﬁmg pa:rty should have an opportun:ty in the event ofa clencal an:cr or an €ITOneOuS - B
S : decmon of the ments to seek: reconsxderstxon of thﬁt determmax:on, an& shouid be nonﬁed that .. |

| ClI ihey infended to subsmit in good fa:thhas besn denied protwtcd status.

Recommendation:

~WASH1 376093401 | - . 7
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|
1. Amend § 29.6(f) in line 6 as follows “the Program Manager m—net—;eqwed—ea-g_hﬂ
- notify”, and strike the last semtence of the subsection.

i s 1 e ot

‘ : _’ szth regard to the changc in stams of CII § 28 6(g) prowda; aﬁ:pmpns.te safeguards for ' L
S - chang.mg status Hawe.ver, the NPRM does not Specmcaﬂy pmvxde fc‘r a process byw}u\.h a .
- ) submltnng party may requmt rcmoval of protechon for CJI that it has ﬁrev:tously submitted |
| ' "becsmse the mfmmatton isno longe: conﬁdentml Such a promon m&y prowdc DHS Wlth
: greater ﬁm‘b:hty, and may be worth mcludmg in the Fmal Rule. B
L Ammd § 29. 6(g) to add a new smtence at the endprowdmg thata subm;lttmg party
" xay submlt a request to the CII Program Manager for withdrawal of Piotected CII status for

" {nfvnnanon that it has prmqusly subxmtted.

Cm CONCLUSION o | i |
| 'I‘hc 160 congratilates DHLS an its NPRM and asks DHS to make ell of the forcgoing.
clanﬁcahons inthe Fmal Rule to prowde mére eﬁ’eotrve, approynately tailored incenﬁv:s and

- sa.‘i'egaards for voluntary submxsmon of CIl as contemplated by Sectlom214 of the Homeland

Secunty Act,

We thank you for consideting our Views. ;
Respectt‘ully submzttad,

Jemes J. Halpert, General Comysel
1200 19™ Street, N.W.

. Washington, DC 20036
(202) 861-3938

- ~WASHI3760934.v1 | . 8



