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Purpose

OMission: The Convergence Study Group will
investigate important questions and make
recommendations regarding the protection
of SCADA and Process Control Systems
from cyber threats.

Process: The Five Framework Questions

O Security as an Enabler - How do we position Cyber Security as a contributor and
an enabler to achieving reliability, availability and safety goals in the
management of SCADA and Process Control Systems?

O Market Drivers - What are the market drivers required to gain industry attention
and commitment to research and product development?

O Executive Leadership Awareness - How do we best generate executive
leadership awareness to assist in creating a culture and environment that values
the protection of SCADA and Process Control Systems from cyber threats?

O Federal Government Leadership Priorities - What are the appropriate Federal
Government leadership roles and priorities in identifying threats, vulnerabilities,
risks and solutions?

O Improving Information Sharing - What are the obstacles and recommendations
for improving information sharing about Process Control Systems and SCADA

threats, vulnerabilities, risks and solutions?
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Status of Next S7eps from Last Meeting

v Investigated outstanding key elements, developed
two more directional recommendations

v Provided Malcolm Baldridge Award board of
overseers appropriate criteria for control systems
cyber security to increase awareness of cyber
security threat to control systems

v' Collected input from executives and subject matter
experts to refine directional recommendations

U Validate and strengthened recommendations before
finalizing

U Draft the final report incorporating additional
information underlying actionable recommendations
for a Final Report to be submitted to the NIAC for
the January meeting 5

Time Line

4Q05 1Q06 2Q06 3Q06 4Q06  1QO07

Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

X - 10/21/05 Kick-off meeting + 3/16/06 Meeting @ DHS - Arlington, VA X —8/17/06 US-CERT discussion
X - 11/3/05 Development/planning discussion  x - 3/23/06 Workshop meeting recap/discussion X — 8/24106 INLINCSD Procurement Guidelines effort (Vanguard)
X~ 11/10/05 Cisco System Presentation X - 3/30/06 Doug Maughan, DHS S&T 538181106 Conference call discussion with Wil Reigtil
X - 11/17/05 Cisco brief discsn; 5 questions X - 4/13/06 Scott Borg, U.S. CCU X-9/7/06 DOE Discussion on Roadmap .
X 12/2/05 Framework Qs and scope disc. X~ 4120106 Key Elements/Next Steps Exercise X ~ 9/L1°9/12/06 Workshop Meeting - Arlington, VA
X~ 12/8/05 NCSD Control Sys Sec Prg brief X~ 4/27/06 Mike Torppey, PCSF U /21106 Conference Call )
_ 12/15/05 New Members; Framework Qs X - 5/4/06 Correlating and Prioritizing Next Steps X - 9/28/06 Conference Call - SEC and report discussions " X
x-L J X — 5/11/06 Workshop Preparation x - 10/5/06 Conference Call, NARUC cost recovery mechanisms disc
X =12/22/05 Planning discussion x - 5/18/06 Meeting @ DHS - Arlington, VA
X - 1/5/06 ARC Advisors Brief X=" Slzsé?solrélglm:li?n gaéhenng‘mmauve development
. N . X- lext steps discussion
x—1/12/06 ROI dlSCI.!SSIOﬂ with INL X PCSF Meeung (s
X~ 1/19/06 Planning discussion X = 6/15/06 Voluntary vs. Involuntary Reporting
< 1/25/06 Meeting @ DHS - Arlington, VA X~ Gézlslé(/)osel\geeun?_ @fDl-:hse—Nﬁrcmgto‘n, VA
X= reparation for meeting
x=202l g?gmzzmg ﬁr;dmlgs re\gew’ X - 7/6/06 P[;eparauon for the NIAC mee?ing
i3 1 Systems Erief X - 7/13/06 Draft recommendations development discussion

X - 2116106 Brief from Dartmouth X - 7/20/06 Finalizing Recommendations Discussion
X - 2/23/06 vendor brief from Siemens X - 7/28/06 Finalizing Recommendations Discussion
X - 3/2/06 NERC Cyber Security Standards X —8/3/06 Conference Call discussion with CERT/CC
x - 3/9/06 BCIT Cyber Incident Database Discussion X — 8/10/06 Discussion with Stan Johnson, Electric Sector SCC (NERC)
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Actions

OHeld 13 more (total of 41 to date) weekly
conference call discussions with subject
matter experts to validate the findings and
potential recommendations

O Held 4t face-to-face workshop to develop the
draft findings and recommendations.

O Developed draft findings and draft report

Directional Recommendations

O Security as an Enabler:

The study group found that executive leadership awareness
and information sharing are critical to achieving a culture in
control systems operators where security is valued as
inseparable from availability, reliability and safety goals.

O Market Drivers:

The study group found insufficient market drivers to achieve
industry attention and focus for control systems security
product/systems development and implementation in some
sectors.

B To ensure appropriate measures are present in each sector, the
Study Group suggests that the Working Group recommend that
the framework outlined in the NIAC Best Practices for
Government to Enhance Security of the National Critical
Infrastructures be applied by each Sector Coordinating Council to
their respective sectors with regard to improving control systems
cyber security. Outcomes should be validated by the
corresponding Sector Specific Agency, and results reported to
DHS through existing mechanisms.
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Directional Recommendations

O Executive Leadership Awareness:

The Study Group found that executive leadership awareness of the
cyber threat to control systems, across private sector and
government sector control systems operator and vendor, is critical
to achieving all needed action.

B To improve executive leadership awareness of the cyber threat
to critical infrastructure control systems, the Study Group
suggests the Working Group recommend that a detailed
approach to communicate the cyber threat to control systems be
applied by DHS to executive leaders in the critical infrastructure
sectors, government and the vendor community.

B To communicate strategic threat information to executive
leaders, the Study Group suggests that the Working Group
recommend that DHS establish communication processes for this
information through the Sector Coordinating Councils (SCCs) to
reach control systems owner-operators in a reliable and
protected manner.

B To effectively communicate the executive awareness outreach
message, communications should use the risk self-discovery
approach developed by the US-CCU and include strategic level
information on threats, hostile actors, economic motivators foe
hostile actors, consequences.

Directional Recommendations

O Government Leadership:

The Study Group found that integrated coordination and
planning among committed government efforts for
addressing the cyber threat to control systems will
substantially reduce the dynamic nature of this threat.

B Establishing a public/private partnership to increase executive
awareness, the Study Group suggests that the Working Group
recommend collaborating with the Malcolm Baldridge Award for
Excellence in Business Management to communicate the
SCADA/PCS cyber security message to business leaders.

B The Study Group suggests that the Working Group recommend
that federal government funding for control systems security
R&D is coordinated based on priorities identified by Cyber
Security and Information Assurance Interagency Working Group
(CSIA IWG) annual reports using the President’s recently
established cross-cut process to prioritize cyber R&D funding in
the Presidents Budget submitted to Congress.
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Directional Recommendations

O Government Leadership: (continued)

B The Study Group suggests that the Working Group recommend
appropriate focus and funding for development of DHS’s Control
Systems Security Program’s (CSSP) security tools, including the
Vulnerability Assessment Tool (VAT).

B The Study Group suggests that the Working Group recommend
that federal government agencies use the Procurement Language
for Control Systems Security document when procuring control
systems and services, when applicable.
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Directional Recommendations (cntinued)

O To Improve information sharing:

The Study Group found that improved information sharing is
critical to a properly informed and measured response to the threat
to critical infrastructure control systems.

B For improved understanding of the threat to control systems
and more accurate risk assessment decisions, the Study Group
suggests that the Working Group recommend collection of cyber
incident data through Carnegie Mellon’s CERT Coordination
Center as a trusted and protected third party mechanism for
collection, protection, and appropriate dissemination of
aggregated incident information.

B To improve both the available resources for companies seeking
to address the cyber vulnerabilities to their SCADA and PCS
systems, the Study Group suggests that the Working Group
recommend that CERT/CC be provided with the necessary
resources to rapidly ramp up their SCADA/Process Control
Systems training and engineering consulting services needed to
build the trusted relationships that will facilitate incident
information sharing.
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Directional Recommendations (wntinued)

O To Improve information sharing (continued):

To improve sharing of strategic threat information, the Study
Group suggests that the Working Group recommend that a
formal Request For Information (RFI) be submitted by the White
House to the intelligence community to assess the cyber threat
to SCADA and Process Control Systems, so that this vital
information can be communicated to critical infrastructure
owner-operators to better inform strategic risk assessments for
their systems.

To Improve information sharing and get the right information to
the right people at the right time, the Study Group suggests
that the Working Group recommend that information on control
systems cyber threats be integrated/included in the
forthcoming Congressionally-mandated and President-directed
Information Sharing Environment. This robust protected
information sharing mechanism will increase the visibility and

usefulness of this critical information.
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Next Steps

O Investigate opportunities for cross sector

applicability of the recommendations to manage
the risks of convergence of cyber/physical control
systems environments

O Complete documentation of findings and
recommendations, including some further
discussions with affected agencies and entities

O Further refine directional recommendations as

actionable, measurable and accountable
O Finalize Report and submit to the NIAC
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Discussion

O Questions?
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