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The following document was received by the DHS Privacy Office as part of the Privacy
Office Workshop Series.

For more information please visit the website at www.dhs.gov/privacy.

Additional Contact Information:

The Privacy Office

U.S. Department of Homeland Security
Washington, DC 20528

Telephone: 571.227.3813

Fax: 571.227.4171

Email: privacy@dhs.gov

Email: privacycommittee@dhs.gov



' One in five Amerlcans have had their personal
information lost or stolen this year

196,000 customer social
security numbers, names, -Vl 01 8
birthdates and

: 00,000 customer
Since January 1, 2006 more than " social security

’ — yg - mbers and credit
aF 63.7 million Americans card data lost

— 21% of the population -

have had their personal

iInformation lost or stolen. million personal
records stolen

26.5 million veteran
| and active duty
military records lost
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¥ Office of Privc Iformation Protection
mission

* The IRS Office of Privacy and Information Protection was
created as a result of the need for an enterprise-wide
approach to data protection and included three distinct

program areas: ldentity Management, Safeguards and
Privacy ‘

* The Office of Privacy and Information Protection focuses on
enabling taxpayer and employee confidence by ensuring the

right people see the right data in the right places for the right
reasons
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riacy Impact ssmenfs analyze
information systems at the IRS

* Privacy Impact Assessments (PIAs):

- Analyze how personal information is collected, stored, processed, or
transferred by IRS systems

— Embed privacy into the design of information systems throughout the
system development lifecycle

— Enable system developers and system owners to identify and
evaluate privacy risks
~ Evaluate
* Data in the System
* Access to the Data
* Administrative Controls




' PlAs are a business enabler at the IRS

* PIlAs are a mechanism to:

Ensure handling of personal information conforms to applicable legal,
regulatory, and policy requirements regarding privacy

Determine the risks and effects of collecting, maintaining and
disseminating personal information in an electronic information
system

Examine and evaluate protections and alternative processes for
handling personal information to mitigate potential privacy risks
Assure the public that the Agency is effectively managing its personal
data

Ensure that system owners understand their obligations regarding
personal data

» Key Points of Analysis include:
Audit trails
Identifying how, why, and from where data is collected
System interconnections and interfaces
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* Section 208 of the E-Government Act of 2002, December 17, 2002 and
Office of Management and Budget (OMB) Memorandum (M)-03-22,
Guidance for Implementing the Privacy Provisions of the E-Government
Act of 2002, September 26, 2003

- IMPACT = Encourage E-Gov by alleviating privacy concerns

* OMB Circular No. A-11, Preparation, Submission, and Execution of the
Budget, May 27, 2003

- IMPACT = PIA now basis for E-300 approvals

* NIST SP 800-53 Rev. 1 Recommended Security Controls for Federal
Information Systems, February 28, 2006

= IMPACT = PIA included in the Planning Control Family

* Annual FISMA and Privacy Management Report and the President's
Management Agenda

— IMPACT= PIA metrics are a requirement




v j F Multiple stakeholders have the responsiility
7/ of completing PlAs
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* |IRS Business Owners and System Owners:

— Review their data collection to ensure that the minimum amount of relevant and
necessary information is collected, used, and maintained

~ Work with the System Developers to complete the Privacy Impact Assessment

- Answer what data is to be used, how the data is to be used, and who will use the data

» System Developers:
- Work with the Business Owners to complete the Privacy Impact Assessment
- Address whether the technical implementation of the Business Owners' requirements
compromises personal privacy
+ Office of Privacy:
Review the PIAs submitted by the Business Owner and System Developer

Work with the Business Owner and System Developer to develop design requirements
that resolve risks identified by the PIA

Identify privacy risks
Assist in the development of privacy mitigation strategies

' PlAs should be conducted thfoughout th
system development lifecycle
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' OMB M-03-22 specnf es nine events that
trigger the need for a PIA
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! IRS Privacy Principles

Protecting taxpayer privacy is a public trust.

. Personal info
tax administrat

. information will

Certificate of Completion

Privacy Awareness Trainin

whom it relates]
be verified for g
is taken. —
. All IRS employf
share in the rey
indlviduals whf
empioyees, an

- lmlldl' | Contact us with ti
" ‘ ontact us with your questions
’ AquSS about Privacy

IRS Office of Privacy
= T Phone: 202-927-5170
R A Fax: 202-622-6785
' Internet: www.irs.gov/privacy
Email: privacy@irs.gov




